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Cablelabs

0NSs\CablelLabs?
N\

e Establish@d in 1988, CablelLabs is a non-profit,
researc \ d development organization for the
cable indystry

e Memberg Jare exclusively cable system operators

urrently 48 member cable companies
ng /0.8 million cable subscribers in
Apd South America, and Europe

§ of cable subscribers in U.S.

¥2% of cable subscribers in Canada
e 49% of cable subscribers in Mexico
¢ 16% of cable subscribers in Europe
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Cablelabs

relevant research to member companies

e as a clearinghouse to provide information on
irrent and rosRec_:tlve technological advances through
itiegic and technical assessments

¢lop technology for new businesses

equipment development
eroperability and certification activities

fembers, however, make own independent purchasing
and deployment decisions

Coordination of industry standards activities
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Cablelabs

S eLabs Governance

N\

o Ca b Labs Board of Directors is made up of

CEQ#\from member companies
e Techjnical leadership is provided by CTOs from
memiper companies

figation decisions are made by subject

experts from member companies and
CableLabs Staff

dlabs works with the manufacturing
unity to develop technology to meet the
ness and strategic initiatives of its members
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Cablelabs

b bs Projects

e DOC ‘
e Cable ‘ e®
° OpenCa Q™

o Packet( :: ple™
o GoZBrbandSM

g Projects

e On- A
J 7/
etadata

dwidth Management

cu rity
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Cablelabs’

.......................................................................................................

Cabte's\\Proactive Approach to Public Safety
and Natig§nal Security Concerns
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Cable and the Application
of CALEA to VoIP and
Broadband Services




Cablelabs

.......................................................................................................

WNe and CALEA VolIP
\

o B& -\\s drafting PacketCable CALEA safe
r specification in 1999

(DI
FBI involvement beginning in

I

Al

ant version, released in July 2004,
feved as industry success
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Cablelabs
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Deax Mr. eeq,

Thank yonfor y8r \etter. I believe that it is no understatement to say that the FBI and the
American Pexple aNe\indebted to you and your colleagues for the work they have done in this
regard. Itis tiNs .\ which will facilitate the timely and lawful collection of critical intelligence
which is essentidN if efgments of the United States Government are to have any hope of

preventing future Yerrdxist attacks against the U.S. and its citizens. Perhaps unlike any
other work yc¢ uo, this work is most likely to have a real, direct
and continued\bgaring upon our ability to save lives. It is to
counterterrorism \what radar was to WWII, and your exemplary
service in its dgvelopment in such relative short order is a tribute
to the responsjblq citizenship of your industry.

Again, our thanks,

Gregg Motta

Thos. Gregory MY //
Associate Gene ounsel - Unit Chief

Science & Te ?‘ Law Unit, Office of the General Counsel
FEDERAL BUREAY @F INVESTIGATION

Engineerip arch Facility, Room A-027

Quantige X £ 135
319
"EBFHMEADQUARTERS
935 Pennsylvania Ave. N.W. Rm. 7877
Washington, D.C. 20535-0001
Tel. 202.324.5643
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Cablelabs

Qpe of PacketCable

LA \\ Specification
o TheYacketCable LAES Specification

o Défines the interface used to deliver call
idantifying information and call content from a
ery Function (DF) to a Collection Function

DF is the mediation server run by the operator

CF is run by the LEA and receives data and
ontent

Other interfaces within the PacketCable
architecture are used to enable surveillance
and to deliver surveillance information to the
DF

¢ Does not define the means by which an operator
provisions a surveillance warrant into the system
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Cablelabs

xcketCable Architecture
\Electronic Surveillance

Call Management
Server

Announcement Servers

=t Conference Mixing Bridges

Demarcation/Pojnt

s VN M B
-

~ TFTP Servers

|

K. Key Distribution Center (KDC)

" call Data — RADIUS Event Messages sent to the DF. Call Data delivered
to CF via Call Data Connection (CDC) messages.

¥ call Content — CMTS or MG forward RTP packets to DF. DF sends Call
- Content Connection (CCC) messages (encapsulated RTP Packets) to CF.
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Cablelabs’

B ~\ §band and CALEA
sue CALEA is Telephony Centric

o ReG 'res “call identification”

e Requiires “call content” punch list

e HO ‘ D Mmake sense of this in a
DroG

dband context?
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CablelLabs

.......................................................................................................

Second\Is§sye: How to Meet CALEA’s Network Mandates
While Meetig LEA’s Broadband Intercept Needs

\

e CALEA loes not authorize a LEA to require
or proRibit of MSO any specific design of

equip t, facilities, services, features, or
systemj/gonfigurations
e Yet, LIHA has legitimate need to conduct

brogdband surveillance
/0 meet LEA’s need while meeting

/ A’s requirement?
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CablelLabs

.......................................................................................................

Cable\Brogdband Internet Access Can Provide Some
“Call Ideptiycation” and “Call Content” Like Information

e BroadbaRd\ nternet Access “Call Identification”

o Access S8ssions (when a subject first purchased
broadba access)

o Assignment of IP address to subject and ability to
keep that [P address static based upon business
need or ggrvice of valid warrant

e [P Pac

eaders sent and received from subject’s
IP addrg

to/from another IP address

to subject’s service or account profiles,
logins and passwords

s
2 5‘5 1\ n
. and Internet Access “Call Content” raw packet

_stegdm, so long as law enforcement has sufficient
~Handwidth collection capacity
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CablelLabs’

.......................................................................................................

Int Met Access surveillance needs (last meeting

Ensure only subject’s stream is under surveillance
e Cable operator’s review of subpoenas
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PacketCable and
911/E911




Cablelabs’

SIP INVITE . .
tel:911:phone-cont Signaling 10 digit calling number
P-Asserted-ID: tel\ 1ling DN> Gateway -

<other headers>

ss7  E911 Tandem
w S/R

Media
Gateway
[ CAS/MF

Calling

Calling location
Number

ESN Number

7 or 10 digit calling number

l:<calling DN>

2
-
0SPS: RING =

% other headers> Selective
Router
Database
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CablelLabs’

Facilities Based VoIP 911/E911 Issues

ce service provider may not be the “pipe” provider,

/ ere may be no service provider
AP and security

e Provide universal service, and at same time protect IP
enabled PSAPs from attack/overload
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Cablelabs’

DY etCabIe Integrated Support for E911

e Speadial 911 call handling and authorization

o Enh ced access network QoS for emergency

zed for outgoing calls
release call if caller hangs up

urate identification of telephony endpoints

upport for trunking gateways to connect to
PSAP
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CabIeLObs@’

ion determination (on a per registration/call basis)
ion storage and conveyance
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PacketCable and the
Alarm Industry




Cablelabs’

....................................................................................................

@ &‘ view
o YheWlarm Industry publicly expressing its concerns about the
coympatibility of alarm services with VoIP, including, in some

instankes, advising their customers against using VolIP.

e On ity|d
been Ya

e [Eg

fal

n initiative, the Cable Industry, through CablelLabs, has
ing steps to address the Alarm Industry’s concerns:

hted the alarm industry on the differences between
lies-based and non-facilities based VoIP offerings

cipated in the National Fire Alarm Protection workshop
bting to discuss the classification of VoIP

Opganized interoperability events to verify PacketCable
gevices’ ability to pass Alarm signals undistorted

ere do not appear to be any fundamental technology issues with
PacketCable VoIP compatibility with alarm systems.

e The National Burglar and Fire Alarm Association %NBFAA)
recommends that its members get into the VoIP business*
*From NBFAA Industry Affairs Update
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CablelLabs

PasketCable Support for Alarm Systems

e The acketCabIe 1.0 architecture, as defined, is
jtible with alarm systems

€\required codec (G.711 - same Codec as used in

ircuit switched network) and QoS support reliable
an$mission of DTMF and FSK tones

etCable 1.0 is being deployed successfully with
systems

ptCable 1.5 provides several enhancements over
get'Cable 1.0

/
DTMF relay to complement low bitrate codecs

.152 to allow reliable modem communication (FSK)
with low bitrate codecs (currently being specified)

e Battery Backup Monitoring
e Line Status Control
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CablelLabs

DS etCabIe Alarm Summit

e Caplelabs hosted an Alarm Industry Summit on March 3,
2005 Rt CableLabs

ahlish contacts and dialogue between the cable industry
e security system industry

He forum for cable operators and security system
gtry members to exchange technical information regarding
essful deployment of security systems with PacketCable

ify current or potential interoperability issues and plans
heir resolution

Ablglabs provided a PacketCable technical overview and
nlighted the differences between a facilities-based cable
gice service and non-facilities based VoIP service

his event was well attended by members of the cable and
alarm industries and was very interactive
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ndee List

SecuNtWIndustry:

lIl/Adempco
Jadionics

Agsociation
eSecurity Industry Association

January 25, 2006

Cablelabs’

Cable Industry:

MSOs:
eAdvance/Newhouse
eArmstrong
eBuckeye
eCable One
eCablevision
eCharter
eComcast
oCOX
eRogers
eTime Warner Cable

Vendors:
eBroadcom, Motorola, SA, TI
eCedar Point, Siemens
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Alarm Interoperability
Events




Cablelabs

.......................................................................................................

roperability Events

\

o Cab Labs has hosted two interoperability
evants with the alarm industry

first event was held the week of September
2005

b Isecond event was held the week of November
2005

re events are being planned for 2006

/ endors
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CablelLabs’

A \\ System Interops
o Objedtives

e \D =\\ onstrate that the PacketCable architecture does support
Al systems

de a forum for alarm system manufacturers and
¢tCable manufacturers to verify implementations

pnstrate commitment to interoperate with the alarm
$Lry

/ fy operation of at least one format type within each format
Arga (DTMF, Pulse and FSK) against the PacketCable 1.0
chitecture

majority of Alarm formats worked with no issues

ContactID, Low Speed Ademco, Modem3, Low Speed Sescoa
and BFSK

All interoperability issues appear to be resolved after the
second interop event

¢ Additional interoperability events will be held in 2006 to verify
continued support and PacketCable 1.5 functionality
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CablelLabs’

.......................................................................................................

PasketCable VoIP Meets Alarm Industry
N
QN{Erns

o L| e elzure is not compromlsed Wlth proper

o ’ lear whether other VoIP technologies, such
25 fiber or even if the current PSTN, meets the
4 hour requirement
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